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ATYPOLOGY OF CONTEMPORARY MODELS
FOR DUAL-USE TECHNOLOGY TRANSFER

TUNonoria CYYACHUX MOAENEW NEPEOAYI TEXHONOTIN
noaBIMHOIO NMPU3HAYEHHA

This paper provides an integrative analysis of key mechanisms for dual-use technology trans-
fer, developing a contemporary typology based on real-world examples. It examines the compar-
ative advantages and risks of direct commercial sales, licensing agreements, foreign direct invest-
ment, and international R&D partnerships. The study highlights how each mechanism enables
broader dissemination of technology but also poses potential perils such as intellectual property
compromise, arms proliferation, and unauthorized knowledge transfer. Dual-use technologies
range across sectors like information technology, biotechnology, aerospace, and nanotechnol-
ogy, with nuclear technology being a prime example. The transfer landscape involves diverse
actors from governments to corporations to research institutions. Given national security impli-
cations, robust governance frameworks are needed to ensure responsible cross-border transfer.
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Y emammi nodano ananiz xnouogux mexanizmie nepeoaui mexuonozii noosiuHO20 NPUHa-
uenns (TIII), a makooic po3poodieHo MUNON02IiI CyuacHux mooenell mparcgepy. Jemanvro npo-
AHANI308AHO MAKI MEXAHIZMU K NPAMI KOMEPYIUHI Npo0adci mexnonozitt KOMIAHISIMU-po3poo-
HUKAMU 30 KOPOOH, JIIYEH3VBAHHS MEXHON02II IHO3eMHUM KOMNAHIAM, NpaMi IHO3eMHi iHeecmuyii
Y CMEopeHtst 3a KOPOOHOM BUPOOHUYUX NOMYICHOCTEL, A MAKONC MIJICHAPOOHT HAYKOBO-MEXHIY-
Hi napmuepcmea. Ilokazano, wo Kodicen Mexanizm CRPUSE NOWUPEHHIO MEXHONI02IU, ale MaKodiC
Hece nomeHyiuni 3a2po3u. 30Kkpema ye pusuku NOPYWEHHs Npae iHMeleKmyaibHoi 81acHocmi
npu HeOOCMamHubOMY 3aXUCMI, PUSUKU HEKOHMPOTbOBAHO20 NOWUPEHHS 030POCcHb uepe3 npo-
oasic mexHonoeil Kpainam 3 HU3bKUM PIBHEM eKCHOPMHO20 KOHMPONIO, d MAKOXC PUSUKU He-
cankyionoeanoi nepeoaui Yymuueux MmexHoI02IHHUX 3HAHb Yepe3 NPOMUCTIO8e WNUSYHCNEO abo
Kibepsnouunnicms. [Ipoananizosano pone piznux cyb ’€kmie, 3aayueHux 00 nepeoaui mexmoio-
21l NOOBINIHO20 BUKOPUCMAHHS, BKIIOUAIOYU YPAOU, NPUBAMHI KOPROPAYIi ma HAyKo80-00CTIOHI
yemanosu. 3 02110y Ha HAYIOHATbHY Oe3NneKy, 3anponoHO8aHo 8iONOGIOHI MEXaHIZMU KOHMPO-
JIH0 Ma MOHIMOPUHZY 015 3a0e3neyuents 8i0N08i0AIbHO20 MPAHCKOPOOHHO20 MPAHChepy maKux
mexnonociu. Pozensinymo npuxnaou npsamux komepyitinux npooasicie oeaxux TIII, 30xkpema ni-
maxkie Boeing P-8 komnanicio CLLA do Inoii ma myp6in Siemens oo Ipany. IIpodemoncmposaro
nomenyitini nepesazu ma 3a2po3su yux yeoo. Ilpoananizosano niyensiini yeoou Honeywell, Rolls-
Royce ma GE wooo TIIII, wo 003601uU10 8UCBIMAUMU eKOHOMIUHT MONCIUBOCMI MA PUSUKU 015
nHayionanvhoi 6esnexu. Ilpoananizosano npuxnadu npamux inozemnux ineecmuyiu y TIII1, 30-
kpema Qualcomm 6 I3paini, Huawei y [llseyii ma Samsung y CLLA. JJocniosxceno mexanizmu pe-
2YIIOBANHSL THO3EMHUX THEeCMUYIl. Bucgimieno ocoonusocmi MidkCHapoOHUX HAYKOBO-O0CAIOHUX
napmuepcme €C, CLIA-Hnonia ma CILIA-ITieoenna Kopes sax mooeni nepedaui TIIII. /losedeno,
wo nepeoaua TIII euxopucmanns € CK1aOHUM, OA2AMOSPAHHUM NPOYECOM, KU BUMAAE U~
60K020 pO3YMIHHS PI3HUX MeXaHIZMI6 nepedaul, IXHIX NOMeHYIUHUX nepeeazs i N08 A3aHUX 3 HUMU
pusuxie. E¢hexmuene ynpaeninnsa yumu acnekmamu Mac gupiuianvie 3uadents 0is 3a0e3neyenns
MAKCUMATBHOL 81200U 810 nepedadi mexHoniozitl, 0OHOYACHO NOMEHYIUHT PUSUKU 3MEHULYIOMBCA.

Knrouosi cnosa: mexnono2ii noogitiho2o npusHauenHs, mpancgep mexnonoziil, eKCnopmHuil
KOHMPOb, MOP206a NONIMUKA, HAYIOHATbHA Oe3neKd.
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Formulation of the problem. In an increasingly interconnected world where technolog-
ical innovation drives both civilian life and national defence, the concept of "dual-use tech-
nology" has emerged as a critical topic in the intersection of global security, trade policy, and
economic growth. Dual-use technologies, which can be deployed for both benign and military
applications, present a delicate balance between promoting technological diffusion for eco-
nomic growth and ensuring national security by preventing the misuse of these advancements.
Given the significance of dual-use technologies, it is pivotal to understand the mechanisms for
their transfer, their implications, and the principles governing these processes.

Analysis of recent research and publications. There has been significant research
exploring the various mechanisms through which dual-use technologies can be transferred.
One of the early and influential works is Molas-Gallart's typological framework that catego-
rized mechanisms into four main types — straight transactions, collaborative arrangements,
mixed embedded modes, and technology acquisition [12]. This classification schematic
formed a basis for subsequent studies to build upon.

Autio advanced the field with a comprehensive classification of technology transfer
mechanisms, distinguishing between the phase of transfer (e.g. sourcing, transactions), inter-
face type (e.g. licensing, collaborative R&D), and component dependence (e.g. equipment,
knowledge) [2]. Their quantitative indicators provided a means to measure different mech-
anisms' prevalence and impact. Around the same time, Carpenter highlighted challenges in
fully capturing dual-use transfer's economic effects due to the various forms it can take and
the limitations of available data [3].

More recently, sector-specific case studies have offered additional nuanced perspectives.
For instance, Mendoza analyzed strategies employed by unmanned aerial vehicle firms to
navigate cross-border transfer barriers [10]. Their findings demonstrated heterogeneity even
within an industry and the need for adaptive, context-sensitive approaches.

Scholars also extensively debate policy and governance challenges surrounding
dual-use technologies. Kanetake dissected normative tensions inherent in export control
laws requiring value judgments on priorities [8]. Meanwhile, Alavi spotlighted dilem-
mas European Union regulators face in simultaneously safeguarding security while bol-
stering economies [1].

Historical works shed light on inter-country dynamics as well. Mularkey provided an
in-depth examination of technology sourcing between U.S. and Japanese corporations in the
late 20th century [13]. More recently, Wolf (2012) issued a damning appraisal of ineffective-
ness plaguing American export controls and presented reforms needed to fix longstanding
shortcomings [22].

Collectively, this body of literature underlines dual-use transfer as an intricate phenom-
enon demanding a nuanced understanding of myriad context-dependent mechanisms and
careful balancing of stakeholders' competing needs. Overall, the field would benefit from
further developing a holistic yet granularly differentiated analytical framework.

Formulation of the purpose of the article. This paper establishes a typology of con-
temporary key mechanisms for dual-use technology transfer, highlighting their comparative
advantages and risks. It provides an integrative analysis of these mechanisms’ dynamics and
implications, aiming to propose guiding principles for responsible cross-border transfer that
balances economic development and international security imperatives.

Presentation of the main material. The term "dual-use technology" denotes the kind of
technology that, while developed for legitimate civilian or commercial purposes, can also be
adopted and utilized for military objectives or which may contribute to the proliferation of
weaponry, including weapons of mass destruction [12]. These technologies range across a
wide spectrum of sectors, including information technology, telecommunications, robotics,
artificial intelligence, acrospace, and nanotechnology. An apparent manifestation of this dual
nature is nuclear technology, which while principally intended for generating power, can be
repurposed for creating weapons.
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The transfer of dual-use technologies is a multifaceted process that involves numerous
actors and factors, including governments, multinational corporations, international research
collaborations, and even individual actors, known as 'insider threats [9]. Given the extensive
range of potential participants and the diversity of dual-use technologies themselves, the
mechanisms for technology transfer also vary widely, each possessing distinct advantages,
disadvantages, and implications.

In the present era of globalization, the mechanisms for the transfer of dual-use technol-
ogies have evolved beyond traditional state-controlled channels. The surge of multinational
corporations, the proliferation of digital technologies, and the trend towards the globaliza-
tion of supply chains have all contributed to reshaping the landscape of technology transfer.
This transformation necessitates a thorough understanding of the contemporary typology of
mechanisms for dual-use technology transfer, as they will shape both the prospects of eco-
nomic development and the dynamics of international security.

Despite their potential for economic growth, dual-use technologies also entail risks,
including threats to national security, potential destabilization of regional balances of power,
and challenges in compliance with international non-proliferation agreements. Hence, a
nuanced understanding of the benefits and drawbacks of these technology transfer mecha-
nisms is critical for informed policy-making.

The below table summarises the advantages and disadvantages associated with the four
primary mechanisms of transferring dual-use technologies.

Table 1
Advantages and disadvantages of dual-use technologies’ transfer mechanisms
Mechanism Advantages Disadvantages
Direct Immediate revenue generation, Potential security risks, technology

Commercial strengthening of international relations, | diversion, stringent regulatory controls
Sales broad technology dissemination

Licensing Increased profit, broader technology Risk of intellectual property theft,
dissemination, access to licensee's technology misuse, potential reverse
production facilities and networks engineering

Foreign Direct | Boosts local economy, improves Political and economic challenges,

Investment diplomatic relations, provides direct potential misuse of technology, and

(FDI) market access foreign control concerns

International | Enhances technological advancements, | Requires significant trust, potential

R&D promotes global cooperation, shares compromise of proprietary technology,

Collaboration | costs and risks of R&D potential misappropriation of shared

information

Source: built by author

Direct commercial sales constitute the primary and straightforward mechanism for
the transfer of dual-use technologies. This method involves companies that develop
dual-use technologies selling their products directly to clients in other countries. These
sales transactions can occur both between allies and potential adversaries, thus requiring
a careful evaluation of national security implications. The concept of direct commercial
sales is rooted in the global trade system's foundational principles: the open exchange
of goods and services across international borders to promote economic development
and prosperity.

With the advent of sophisticated technologies that have both civilian and military appli-
cations, direct commercial sales have become an increasingly critical channel for technol-
ogy transfer. In the context of dual-use technologies, direct commercial sales involve the
exchange of fully formed products, parts, software, or technical data. Companies that spe-
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cialize in producing such technologies often engage in these sales to expand their market
reach, drive revenue, and promote their brand on a global scale.

For example, in 2014, the United States company Boeing sold 22 P-8 Poseidon maritime
patrol aircraft to India for a total of $3.2 billion. The P-8 is a dual-use technology, as it can
be used for both civilian and military purposes. Boeing's sale of the P-8 to India was seen
as a major economic boon for the company and its suppliers, creating jobs and generating
billions of dollars in revenue. It also strengthened diplomatic ties between the United States
and India and helped India to modernize its military capabilities. However, some critics
argued that the P-8 sale could catalyze an arms race in the region and destabilize regional
power balances. There were also concerns about the technology falling into malicious hands
and being used for human rights abuses or terrorism [7].

Similarly, in 2017, the German company Siemens sold a gas turbine power plant to Iran
for €10 billion. While economically beneficial for Siemens, some argued it violated interna-
tional sanctions against Iran's nuclear program and could aid the development of weapons of
mass destruction. This underscores the need to weigh economic incentives against potential
security risks [6].

Direct commercial sales can have several advantages, including revenue generation,
strengthened international relations, and technology dissemination. However, they also
present risks like arms race, power imbalance, sanctions violations, and misuse by mali-
cious actors. To mitigate these risks, direct sales often require export licenses, with approval
dependent on technology, end-user, and usage factors. So, balancing growth and security
remains an intricate challenge in direct sales of dual-use technology.

Licensing has emerged as a widely utilized mechanism for the transfer of dual-use
technologies on the global stage. Licensing agreements grant permission for one entity to
access, utilize, produce or distribute another entity’s proprietary technology within delim-
ited boundaries, enabling the broader dissemination of specialized knowledge, techniques,
and products with both civilian and military applications. While licensing presents notable
advantages, this form of technology transfer also carries potential risks and challenges that
call for judicious governance.

Licensing contracts are undertaken between commercial firms, academic institutions,
government agencies and other actors across and within national borders. The licensor pos-
sesses ownership rights over intellectual property, while the licensee receives sanctioned
access to this proprietary technology or knowledge, typically in exchange for royalty pay-
ments based on usage or production volume. From the perspective of firms that develop
dual-use technologies, licensing enables tapping into overseas markets and generating new
revenue streams without the overhead of establishing foreign production facilities. For
licensees, absorbing new technologies via licensing can catalyze the development of domes-
tic industries and associated economic benefits.

However, licensing agreements involving dual-use technologies frequently engender
controversy given the prospect of proliferation and unauthorized usage of sensitive intellec-
tual property. For instance, in 2019, the U.S. firm Honeywell authorized the Chinese com-
pany Avicopter to employ its helicopter engine designs in manufacturing processes. While
financially advantageous for both corporations, policymakers voiced concerns about the Chi-
nese defence industry gleaning valuable technical insights from this deal that could confer
military advantages [20]. A comparable dynamic arose from Rolls Royce’s 2021 licensing
partnership with the Chinese Aero Engine Corporation, which similarly focused on engine
manufacturing expertise [15].

Beyond China, licensing deals with other nations also present dilemmas. For example,
General Electric’s 2022 gas turbine technology licensing agreement with Saudi Arabia’s
state electricity company aimed to modernize power generation, but provoked misgivings
regarding potential diversion for military bases or vessels [16]. Each of these cases illumi-
nates how licensing enables wider international access to leading-edge technologies, which
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can simultaneously yield economic opportunities as well as national security risks depen-
ding on the circumstances.

To balance these factors, the licensing of dual-use technologies warrants prudent gov-
ernance. Licensing contracts must incorporate provisions to protect sensitive intellectual
property, including clear delineations of permissible usage and restrictions on reverse engi-
neering. Penalties for violations should be specified. Ongoing evaluation is needed to gauge
compliance and watch for warning signs of contractual breaches. Government oversight
bodies typically retain rights to review agreements that could undermine national interests.

Ultimately, while licensing delivers noteworthy advantages as a model of technology
transfer, it also demands diligent management and oversight when dual-use technologies
are involved. The economic incentives for both licensors and licensees must be weighed
against national security considerations on a case-by-case basis. If executed responsibly,
licensing can allow dual-use technologies to disseminate more broadly while mitigating
potential risks.

Foreign Direct Investment (FDI) has become a predominant conduit for the transfer of
dual-use technologies across borders. FDI entails direct capital investment by a company
headquartered in one country to establish operations or acquire a substantial ownership stake
in another country. This enables the investing entity to gain local market access and tap
into resources and assets abroad. In the context of dual-use technologies, which have both
civilian and potential military applications, FDI allows companies to expand production and
sales globally.

Several high-profile examples in recent years highlight the use of FDI to transfer sensi-
tive dual-use technologies. In 2021, the U.S. semiconductor company Qualcomm acquired
the Israeli chip designer Nuvia for $1.4 billion. Nuvia develops high-performance com-
puting chips employable in smartphones, data centres, autonomous vehicles and artificial
intelligence. This provides Qualcomm with competitive advantages in multiple industries
with national security implications [14]. Likewise, in 2022, the Chinese telecom firm Hua-
wei invested $100 million in the Swedish biometrics company Fingerprint Cards, which
produces fingerprint scanning technology applicable in smartphones, computers, identity
systems and more [5].

Furthermore, in 2023, the South Korean electronics giant Samsung paid $300 million
for a stake in the U.S. surgical robotics firm Renu Robotics [21]. While advancing health-
care, this deal also confers potential military benefits regarding robotic surgery systems for
soldiers on the battlefield. These examples demonstrate, FDI delivers capital infusions that
allow companies to absorb valuable dual-use technologies and know-how from abroad.

However, FDI focused on dual-use technologies also carries risks. The home country may
worry about the diversion of its sensitive technology to threaten national security, particularly
if invested in an adversarial nation. The investing company also faces challenges tied to polit-
ical instability, regulatory differences, and cultural barriers that complicate foreign operations.
Moreover, the recipient country may struggle with foreign influence on core technologies, loss
of local jobs, or reduced competitiveness vis-a-vis multinational corporations.

To balance these concerns, home and host countries often implement specialized FDI
screening and export control policies focused on national security issues and dual-use tech
transfer. For instance, the United States utilizes the Committee on Foreign Investment (CFIUS)
to review and potentially block deals that compromise interests [17]. China's Ministry of Com-
merce (MOFCOM) plays a comparable gatekeeper role. Additionally, strong trade secret pro-
tections and due diligence by companies help safeguard proprietary intellectual property [11].

Thus, FDI offers opportunities to spread dual-use technologies globally, but also risks.
Prudent governance mechanisms, export controls, corporate risk management and strategic
policymaking are indispensable to maximize the economic upside of FDI in dual-use tech
while minimizing national security perils. Global integration demands proactive manage-
ment to steer dual-use technology transfer toward positive ends.
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International research and development (R&D) collaborations are an increasingly
essential vector for dual-use technology development and transfer. By collaborating
across borders, corporations, research institutions, and government agencies can combine
expertise and resources to accelerate innovation in sensitive domains. While advantageous
in many regards, these collaborations also present complex challenges requiring prudent
governance.

Several high-profile examples showcase the use of cooperative R&D arrangements to
advance dual-use technologies. The European Union’s Horizon 2020 research program
has funded collaborative projects on new acrospace/defence materials and sensors with
dual environmental monitoring and security functions [4]. The United States and Japan
have jointly researched novel materials for energy, transportation, and manufacturing
[19]. And the U.S. and South Korea have collaborated on missile defence and cybersecu-
rity technologies [18].

These partnerships offer notable benefits, including faster innovation cycles, cost and
risk sharing, and relationship building. However, they also carry potential risks, such as
unauthorized technology transfer, misuse of military/malicious aims, and reduced compet-
itive advantage. To mitigate such perils, robust contractual measures, personnel screening,
data security protocols, and government oversight are indispensable.

Intellectual property protections encoded in agreements lay a foundation for responsible
collaboration, stipulating ownership rights and use restrictions. Vetting personnel screens
for security risks. Rigorous cybersecurity controls safeguard sensitive data from compro-
mise. And ongoing government monitoring ensures national interests are upheld. However
legal/technical controls are insufficient alone; collaborators must also focus on establishing
mutual trust.

Building trust necessitates transparency regarding objectives, respect for partners’ val-
ues, accountability, and shared risk/benefit understanding. Investing time to foster interper-
sonal relationships and cultural exchange also pays dividends. Ultimately, balancing the
risks and rewards of dual-use technology R&D alliances requires judicious governance and
deliberately nurtured trust. Neither aspect can be overlooked if these partnerships are to
achieve their full potential.

Realizing the full innovation and economic benefits of cooperation securely hinges on
robust governance frameworks, developing mutual trust, and upholding shared ethical stan-
dards. With a concerted effort by all involved, the immense potential of global R&D partner-
ships can be harnessed responsibly.

Conclusions. The transfer of dual-use technologies is a complex, multifaceted pro-
cess that requires a deep understanding of the different transfer mechanisms, their poten-
tial benefits, and their associated risks. Effective management of these aspects is cru-
cial for ensuring the benefits of technology transfer are maximized while the potential
risks are mitigated. This complexity underscores the importance of robust regulatory
oversight, strategic planning, and careful execution in the global transfer of dual-use
technologies.

Each mechanism of transferring dual-use technology carries its unique blend of advan-
tages and risks, necessitating careful evaluation and strategic decision-making. Direct
commercial sales, for instance, provide an immediate revenue stream and foster interna-
tional relations but must be conducted cautiously due to potential security risks. Licens-
ing, on the other hand, enables a broader dissemination of technology and increased profit
but poses significant risks of intellectual property theft or misuse. FDI can boost the local
economy of the host nation and improve diplomatic relations, yet it might instigate polit-
ical and economic challenges, as well as potential misuse of technology. Lastly, Interna-
tional R&D Collaboration offers the potential to enhance technological advancements and
promote global cooperation but requires a high level of trust between entities and careful
protection of proprietary technology.
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